
© SGNL Solutions, LLC 2018 

 
 

 

 
 
 
 

Local Public Health Department Discussion Guide for 
Cybersecurity Preparedness 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Local Public Health Department Discussion Guide  
for Cybersecurity 
 

 
 

ii 

 
 
 
 

Developed in Collaboration By 
 

 

 
 

SGNL Solutions, a certified service-disabled veteran owned small business, connects research, 
policy, and practice communities to better identify, understand, and solve complex health and 
security challenges. SGNL offers clients writing services, literature analysis, strategy planning 
support, meeting and workshops design, crisis and continuity planning, and project, program and 
portfolio management.  
 

Justin Snair, MPA 
Founder and Principal Consultant 

jsnair@sgnl.solutions 
www.sgnl.solutions 

 
 
 

 
LARC can solve your most challenging problems with an approach that fosters shared 
understanding, shifts mindsets around what is possible, and generates strategic and innovative 
actions. LARC offer clients meeting design and facilitation, strategic and improvement planning, 
professional coaching and development, and surge capacity support. 
 
 

Laura Runnels, MPH 
laura@laurarunnels.com 
www.laurarunnels.com  

 
 

Please contact either firm with any questions or assistance needed related to this guide.  
 

  



Local Public Health Department Discussion Guide  
for Cybersecurity 
 

 
 

iii 

ACKNOWLEDGEMENTS 

We would like to thank the following individuals for their review of the Local Public Health 
Department Discussion Guide for Cybersecurity. Their feedback was critical to the success of this 
project and very much appreciated.  
 

Nitin Natarajan 
Principal 

The Cadmus Group, Inc. 
 

Laura Wolf, Ph.D. 
Director 

Critical Infrastructure Protection 
Office of Emergency Management 

U.S. Department of Health and Human Services 
 

 



Local Public Health Department Discussion Guide  
for Cybersecurity 
 

  

TABLE OF CONTENTS 

INTRODUCTION ........................................................................................................................ 1 

TERMS OF USE AND DISCLAIMER ...................................................................................... 2 
BACKGROUND ........................................................................................................................... 3 

OVERVIEW .................................................................................................................................. 7 
OBJECTIVES ................................................................................................................................. 7 
BENEFITS ..................................................................................................................................... 7 
FORMAT ....................................................................................................................................... 7 
DOCUMENTATION OF DISCUSSION ................................................................................................ 7 
HOMELAND SECURITY EXERCISE AND EVALUATION PROGRAM .................................................. 8 

PREPARING FOR THE DISCUSSION .................................................................................... 9 
OBTAIN LEADERSHIP BUY IN ....................................................................................................... 9 
FORM A PLANNING TEAM ............................................................................................................ 9 
ARRANGE MEETING LOGISTICS ................................................................................................... 9 
INVITE PARTICIPANTS ................................................................................................................ 10 
DESIGN THE DISCUSSION ........................................................................................................... 10 
ASSEMBLE MEETING MATERIALS .............................................................................................. 11 
COMMUNICATE WITH ATTENDEES ............................................................................................. 11 

FACILITATOR GUIDE ............................................................................................................ 12 
FACILITATION TIPS .................................................................................................................... 12 

SCENARIO ................................................................................................................................. 15 
DISCUSSION QUESTIONS ...................................................................................................... 16 

NEXT STEPS .............................................................................................................................. 20 
CONCLUSION ........................................................................................................................... 21 

ADDITIONAL RESOURCES ................................................................................................... 22 
 
 
 



Local Public Health Department Discussion Guide  
for Cybersecurity 
 

 
 

1 

INTRODUCTION  

Cybersecurity is the body of technologies, processes, and practices designed to protect networks, 
computers, programs, and data from attack, damage, or unauthorized access. Historically, many 
organizations focused their cybersecurity resources on crucial system components and protected 
against the biggest known or most obvious threats, which left some less important system 
components undefended and some less dangerous risks unmitigated. Furthermore, given the 
interconnectedness of systems and organizations, even the smallest vulnerability can result in a 
breach of a network or a disruption of services. Instead, advisory organizations, such as the 
National Institute of Standards and Technology, recommend a more proactive and adaptive 
approach that can respond to a quickly and constantly evolving range of security risks.  Ensuring 
cybersecurity requires coordinated efforts across an organization’s information technology (IT) 
system, personnel training, operational components, and physical infrastructure.  
 
In recent years, our nation’s local public health systems have come to rely more heavily on 
technology for performing essential public health services (e.g., disease surveillance, outbreak 
prevention, and emergency response), which puts them at increased risk for opportunistic threat 
actors or adversaries (e.g., hackers) and targeted breaches or attacks. Cyber-attacks threaten local 
public health department IT, its underlying security measures, and their employees' ability to 
provide essential public health services and prepare for and respond to emergencies. Risks can 
include the loss of sensitive information (e.g., medical records), disruption of services because of 
hardware and software unavailability (such as communications), loss of confidence in local health 
departments because of the perception of inadequate security, power outages, destruction of 
generators, and other risks to the operational integrity. Planning for a breach in cybersecurity is an 
increasingly important challenge for local public health systems, even in an environment where 
budgets are strained, and the number of priorities are increasing.  
 
Local public health departments can prepare for cyber breaches or attacks by implementing 
measures to secure important systems that have the potential to be threatened. This can involve 
implementing continuous network monitoring capabilities, which correlate and analyze critical 
security-related information and enhance risk-based decision making across a government 
enterprise. Cybersecurity preparedness also involves adequate planning and implementation of a 
response process, which includes continuous research on and incorporation of lessons learned from 

• Actual responses to cyber breaches or attacks and other public health emergencies, 
• Facilitated group discussion, and 
• Simulated exercises and drills. 

 
To assist stakeholders within the local public health community, SGNL Solutions and LARC 
developed this Local Public Health Department Discussion Guide for Cybersecurity (hereafter 
referred to as Cybersecurity Discussion Guide) to support and enhance local public health 
organizations with addressing cybersecurity. It is modeled after the Healthcare Organization and 
Hospital Discussion Guide for Cybersecurity, produced in 2016 by the Centers for Disease Control 
and Prevention Healthcare Preparedness Activity. The Cybersecurity Discussion Guide focuses on 
one method (i.e., conducting a discussion-based exercise) to enhance cybersecurity as part of the 
threat landscape considered in community all hazards preparedness.   
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TERMS OF USE AND DISCLAIMER 

This guide is designed to help a community engage in an initial conversation about how it can 
prepare for cyber-attacks that may disrupt public health services; it is not intended to support a 
comprehensive plan for updating or maintaining information/technology systems. Permission is 
granted to tribal, territorial, county and local health departments to reproduce for noncommercial 
purposes pages 1–9 in their entirety with no additions or alterations. Tribal, territorial, county and 
local health departments users may use and adapt the materials provided on pages 10–20 
(“Adapted Materials”) for their specific purposes.  
 
SGNL Solutions and LARC do not necessarily adopt or endorse any of the Adapted Materials 
posted by any other users or organizations and make no representations or warranties about the 
suitability of such information for any purpose, and the Adapted Materials may not state or imply 
adoption or endorsement by SGNL Solutions and LARC. Individuals or organizations that use all 
or part of this guide or the Adapted Materials are solely responsible for any discussions or events 
that may use them as a reference. SGNL Solutions and LARC expressly disclaim responsibility 
and shall have no liability for any damages, loss, injury, or liability whatsoever suffered because 
of any user’s use of or reliance on this guide. 
 
Copyright Notice: Copyright 2018 SGNL Solutions, LLC and LAR Consulting, LLC, Some Rights 
Reserved. Permission is granted to reproduce by U.S. tribal, territorial, county and local health 
departments for noncommercial purposes pages 1–9 in their entirety with no additions or 
alterations. Guide pages 10–20 may be used and adapted by U.S. tribal, territorial, county and local 
health departments for noncommercial purposes without written permission subject to the 
disclaimer notice above. For all other uses, written permission from SGNL Solutions and LAR 
Consulting is required.  
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BACKGROUND 

Public health systems are commonly defined as all public, private, and voluntary entities that 
contribute to the delivery of essential public health services within a jurisdiction. Cyber Security 
Threats to Public Health1  examines the intersection between cybersecurity and public health 
preparedness and response, revealing how cybersecurity issues may systemically impact public 
health systems and imperil the delivery of essential public health services.  

 
Figure 1: Public Health Emergency Preparedness System. Adapted from Institute of Medicine.2 
 
Barnett et al apply the public health emergency preparedness system framework (Figure 1) as an 
analytic lens for understanding the interconnected stakeholders collectively essential for public 
health preparedness and response. In this framework, governmental public health serves as an 
organizational hub for the other participants. IT is heavily utilized by each of the seven 
stakeholders and infuses all elements of this system. Cyber threats to this system can be classified 
in terms of their capacity to present (i) losses of integrity, (ii) losses of availability, (iii) losses of 
confidentiality, and (iv) physical destruction.3 Table 1 describes the effects a cyber-attack could 
have on each stakeholder in the public health emergency preparedness system. 

 
1 Barnett, et al. 2013. Cyber Security Threats to Public Health. World Medicine and Health Policy. 
http://www.centerforhealthsecurity.org/our-work/pubs_archive/pubs-pdfs/2013/Cyber Security.pdf 
2 Altevogt, Bruce M., Andrew M. Pope, Martha N. Hill, and Kenneth I. Shine, eds. 2008. Institute of Medicine. Research 
Priorities in Emergency Preparedness and Response for Public Health Systems: A Letter Report. Washington, DC: The National 
Academies Press. 
3 U.S. Army Training and Doctrine Command, 2005 
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TABLE 1 - EFFECTS A CYBER-ATTACK COULD HAVE ON THE PUBLIC HEALTH EMERGENCY PREPAREDNESS SYSTEM4 
 

Losses of Integrity Losses of Availability Losses of Confidentiality 
Physical Destruction in Systems that 

Contribute to Public Health 

Health Care 
Delivery 
System  

• Loss of confidence in 

healthcare organizations due 

to perceptions of inadequate 

security  

• Disruption of care due to 

hardware and software 

outages: (1) loss of access to 

health records limits public 

health’s ability to provide 

appropriate care, shelter, and 

medicine in times of need; (2) 

damage to infrastructure such 

as transit or insurance and 

payment methods could also 

prevent people from accessing 

care, prescription history, or 

result in returning to paper 

based prescriptions.  

• Adjusting HVAC systems to 

unsuitable ranges 

• Theft or loss of patient and personal 

financial information  

• Security and privacy risks that 

emerge in personal medical devices, 

given their increasingly networked 

and wireless nature  

 

• Power outages in hospitals caused by 

the collapse of public power grids 

• Destruction of generators due to 

modified code in programmable 

logic controllers  

• Security and privacy risks that 

emerge in personal medical devices, 

given their increasingly networked 

and wireless nature, as well as 

hardware vulnerabilities. 

Homeland 
Security and 
Public Safety  

• Disruption of emergency 

telephone lines, which could 

slow or disable emergency 

medical response  

• Disruption EMS systems and 

portable medical equipment  

• Disruption of emergency 

telephone lines and EMS 

systems, which could disable 

emergency medical response  

 • Amplified impact on public health 

by physical attack combined with 

cyber elements  

Employers and 
Businesses  

• Reputational damage, financial 

gain and fraud, commercial 

advantage, and economic and 

political damage  

• Loss of protected health 

information and subsequent 

decrease in public trust of 

health apparatuses  

• Inability to produce needed 

medical equipment or drugs 

through manufacturing 

stoppages 

• Failures of vendors to provide 

key services ranging from 

software to temporary staffing 

• Reputational damage, financial 

gain and fraud, commercial 

advantage, and economic and 

political damage  

• Damage to physical systems used to 

perform functions, such as regulated 

utilities, critical to public health that 

shuts down or slows supply chains, 

impairs patient care, and impedes 

emergency response, potentially 

leading to significant loss of life  

 Losses of Integrity Losses of Availability Losses of Confidentiality 
Physical Destruction in Systems that 

Contribute to Public Health 

 
4 Adapted from Barnett, et al. 2013. Cyber Security Threats to Public Health. World Medicine and Health Policy. http://www.centerforhealthsecurity.org/our-

work/pubs_archive/pubs-pdfs/2013/Cyber Security.pdf 
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The Media  • Corruption or distortion of 

legitimate information from 

government or expert sources 

transmitted via media to the 

public 

• Interruption of social media 

during public health response  

• Direct or indirect disabling of 

media transmission/ reception, 

impairing the ability of public 

health to reach communities 

with up-to-date information  

• Loss of social media during 

public health response  

• Release of sensitive information to 

public, such as MCM stockpile 

amounts and potential shortages or 

their locations? 

 

Academia   • Sensitive academic research, that 

could be used as a weapon or 

induce a public health crisis, 

particularly Dual Use Research of 

Concern 

• Power outages affecting laboratories 

that house infectious agents, 

cadavers, and research animals  

Communities  • Lack of backup 

generators/systems to maintain 

vital operations, such as 

refrigerating food and 

medication or running medical 

devices outside of hospitals 

 • Loss of infrastructure causing the 

denial of utility services needed to 

maintain public health 

• Loss of electricity/heat or water 

during heat waves or cold spells 

• Failure of industrial safety systems 

(e.g., in chemical manufacturing)  

Governmental 
Public Health 
Infrastructure 

• Limited federal, state, and local 

ability to coordinate public 

health response and conduct 

surveillance on the progress of 

efforts due to impaired 

availability of command and 

control infrastructure  

• Disruption of critical analysis 

by health informaticians in 

public health surveillance 

through threats to data 

collection, storage, and 

analysis  

• Limited federal, state, and local 

ability to coordinate public 

health response and conduct 

surveillance on the progress of 

efforts due to impaired 

availability of command and 

control infrastructure  

• Disruption of critical analysis 

by health informaticians in 

public health surveillance 

through threats to data 

collection, storage, and 

analysis  

• Penetration and improper release of 

information from initiatives such as 

CDC’s Select Agent Program with 

respect to dangerous agents and 

potential countermeasures 

• Liability for lawsuits against 

federal, state, and local 

governments and governmental 

healthcare organizations due to 

breaches in record confidentiality  

 

• Unusable components of the public 

health supply chain and disease 

surveillance and laboratory systems 

• Increased strains on a public health 

system that is already suffering from 

budget cuts 

• Reduced ability for workers to 

access just-in-time training  

 



Local Public Health Department Discussion Guide  
for Cybersecurity 
 

 6 

An analysis of the impact of cyber-attack on the ten essential public health services highlights the 
extensive implications of cyber security for routine and emergent public health activities and 
systems (see Table 2). 
 
TABLE 2 - IMPACT OF CYBER-ATTACKS ON 10 ESSENTIAL PUBLIC HEALTH 
SERVICES5 

Essential Public 
Health Service 

Key Activity Affected Explanation 

Monitor health status to 
identify and solve community 
health problems 

Health surveillance Computer systems that collect and transfer data 
are vital for both active and passive 
surveillance 

Diagnose and investigate health 
problems and health hazards  

Analysis of health 
information  

Loss of access to information hinders the 
ability of LHDs to diagnose problems in the 
community  

Inform, educate, and empower 
people about health issues  

Delivery of health 
information  

Loss of access to information hinders the 
ability of LHDs to diagnose problems in the 
community  

Mobilize community 
partnerships and action to 
identify and solve health 
problems  

Electronic coordination and 
planning  
 

The loss of electronic communication could 
reduce the effectiveness of community 
partnerships when needed most  
 

Develop policies and plans that 
support individual and 
community health efforts  

Policy development  
 

Educating policymakers on the public health 
effects of cyber threats to formulate better 
policies and planning may reduce the effects of 
a cyber-attack  

Enforce laws and regulations 
that protect health  

Gathering public health 
data  

The loss of infrastructures could reduce the 
ability to communicate notifiable diseases or 
health violations  

Link people to needed personal 
health services and ensure the 
provision of healthcare when 
otherwise unavailable  
 

Emergency response 
activities that provide 
people with necessary 
health services, including 
access to appropriate 
medical care  

Loss of infrastructure would cause the denial of 
utility services needed to maintain the health of 
the public. Hospitals will encounter reduced 
capacity to provide medical care with the loss 
of a hospital system 
 

Ensure competent public and 
personal healthcare workforce  
 

Many activities, including 
outbreak management, 
emergency response, and 
disease tracking  

The continuing loss of staff and funding make 
it difficult for LHDs to meet public needs. 
Increased strain on the system due to a cyber-
attack will magnify this problem 

Evaluate effectiveness, 
accessibility, and quality of 
personal and population-based 
health services  

Assessment of public health 
interventions  
 

Evaluation of health interventions requires data 
storage and communication to measure 
progress toward goals 

Research for new insights and 
innovative solutions to health 
problems  

Data collection for outbreak 
response research  

Research during a cyber-crisis may be limited 
due to loss of infrastructure and records 

  

 
5 Adapted from Barnett, et al. 2013. Cyber Security Threats to Public Health. World Medicine and Health Policy. 
www.centerforhealthsecurity.org/our-work/pubs_archive/pubs-pdfs/2013/Cyber%20Security.pdf 
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OVERVIEW  

Objectives 
The objectives of the Cybersecurity Discussion Guide are, through group discussion, to  

• Identify issues that local public health departments/agencies need to consider when 
preparing for and responding to a cyber breach or attack and  

• Discuss and develop strategies to address these issues.   
 
Another objective to consider as a next step for cybersecurity preparedness is to incorporate these 
identified strategies, from the group discussion, into community preparedness and response plans. 
This objective is outside of the scope of this discussion guide and would be accomplished by those 
who have oversight and management responsibilities for these plans.   

Benefits 
The Cybersecurity Discussion Guide is intended to help participants identify issues, strengths, and 
weaknesses associated with response capabilities, communication and information sharing, 
prevention planning for their public health department when responding to a cybersecurity 
incident. Moreover, the Cybersecurity Discussion Guide provides insight into the health 
department or public health system response to a public health emergency, including 
communicating and coordinating with other agencies, departments, or organizations. It also 
provides a catalyst for developing strategies to address the issues and weaknesses identified during 
the discussion-based exercise.   

Format 
The Cybersecurity Discussion Guide is an activity-based discussion guide (for further information 
on activity-based discussions, see the section on the Homeland Security Exercise and Evaluation 
Program methodology on page 9). It is designed for a small participant group of 8 to 12 people 
(such as leadership, program staff, and IT personnel) to have a facilitated discussion about local 
health department’s cybersecurity planning efforts and preparedness and response plans. Prior to 
starting the activity, a facilitator should be selected to coordinate and lead the discussion using the 
scenario on page 16 and the discussion questions beginning on page 17. The discussion questions 
are divided into 17 question sets and 5 scenario updates. These questions explore various 
considerations related to response process/capability, communications and information sharing, 
and prevention. It is recommended that you follow these discussion questions in the order 
presented. You may skip parts of some or all the questions sets if time is an issue. 
 
With regard to a facilitated discussion-based exercise:  

• The facilitator and participants should work through the scenario, updates, and 
corresponding questions they select for discussion.  

• The time required to complete the discussion varies depending on the number of questions 
the group selects and addresses.   

• More than one session can be scheduled to address additional scenario and questions.   
Documentation of discussion  
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To maximize the benefits of the Cybersecurity Discussion Guide, it is recommended that you 
document the group discussion. A detailed record of group discussion leads to a more detailed 
corrective action/improvement plan; therefore, appointing a note-taker or setting up an audio 
recorder to record the facilitated discussion is important. Any planning or preparation issues that 
arise from the discussion should be documented. These meeting notes should be used to compile 
the meeting report discussed in next steps section on page 22.  

Homeland Security Exercise and Evaluation Program 
This section provides guidance on utilizing the HSEEP methodology including additional 
information on exercise design, conduct, and evaluation. The guidance provided is not intended to 
be inclusive of all relevant information needed to plan an exercise; it is intended for those who are 
not as familiar with developing exercises.  

 

"Exercises enable entities to identify strengths and incorporate them within best practices to sustain 
and enhance existing capabilities. They also provide an objective assessment of gaps and shortfalls 
within plans, policies, and procedures to address areas for improvement prior to a real-world 
incident. Exercises help clarify roles and responsibilities among different entities, improve 
interagency coordination and communications, and identify needed resources and opportunities 
for improvement. HSEEP is a capabilities- and performance-based exercise program that provides 
a set of guiding principles for exercise programs as well as a common methodology for exercise 
program management, design and development, conduct, evaluation, and improvement planning. 
HSEEP doctrine is flexible, scalable, and adaptable to the needs of stakeholders across the whole 
community and is applicable for exercises across all national preparedness mission areas—
prevention, protection, mitigation, response, and recovery."6 
 
Communities with larger preparedness goals may take an optional step of following HSEEP 
guidelines to implement the facilitated discussion and then incorporate this discussion into their 
multi-year training and exercise plans. 
 

 
6 The Department of Homeland Security (DHS) Federal Emergency Management Agency (FEMA) Homeland Security Exercise 
and Evaluation Program (HSEEP) https://www.fema.gov/media-library-data/20130726-1914- 25045-8890/hseep_apr13_.pdf. 
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PREPARING FOR THE DISCUSSION 

Obtain Leadership Buy in 
Given recent cyber-attacks against county and local governments, it is prudent to discuss the 
readiness of your own community. To do so requires not only the commitment of time, funding, 
and staff, but the buy in your organization and community leadership. To help make a case, it is 
recommended that you use the information in the introduction, overview and background sections, 
as well as a summary of known vulnerabilities and gaps and existing efforts in place to address 
them, to prepare a briefing document for your leadership.  

Form a Planning Team 
Identify three to four stakeholders to serve as a planning team (e.g., PHEP manager, IT, senior 
executive office, or those representing the essential services described in Table 2) for the 
discussion. The planning team is responsible for identifying, inviting, and informing guests of the 
purpose of this discussion as well as preparing materials and organizing meeting logistics. A 
successful meeting requires several roles be filled, including those listed below.  

• The host is responsible for coordinating meeting logistics, including inviting participants, 
finding a meeting space, securing supplies, and communicating about the meeting. This 
person should understand the concept and value of cybersecurity.  

• The facilitator is responsible for guiding the group through the agenda. They shape how 
the group relates and works together, identifies and solves problems, makes decisions, and 
solves conflict. The facilitator should be comfortable taking an objective, yet commanding 
presence in the room. General facilitation tips are provided in materials below.  

• (Optional) One or two presenters are responsible for providing information about 
cybersecurity during the discussion. Each presentation should be about 5-10 minutes long. 
The presenters should be knowledgeable about the topics they are presenting and viewed 
as authorities by participants.  

• The note taker is responsible for documenting the major discussions, decisions, and outputs 
from the discussion.  
 

Arrange Meeting Logistics  
The discussion presented in the toolkit is designed to be held in half a day (i.e., three to four hours) 
in person meeting, with an estimated preparation time of four to six weeks. However, it can be 
modified for shorter or longer timeframes. After you determine the duration of your discussion, 
work with the planning team to finalize the agenda and activities and select a date, time, and venue 
for the activity. An agenda framework and suggested timing for each activity is provided in the 
facilitator guide. The timing and activities are only suggestions and can be tailored to your specific 
circumstances and needs.  
 
Secure a meeting space that can accommodate the number of stakeholders you intend to invite. 
The room should be large enough to comfortably fit the group and be ADA compliant to 
accommodate all needs of participants. Round tables that seat eight people are ideal for small group 
discussions. Provide flip chart papers, easels, a projector, screen, and appropriate audio-visual 
equipment for the space.  
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If your meeting is longer than four hours, consider arranging for meals (e.g., breakfast, lunch, 
snacks, beverages) to be delivered or for breaks that are long enough for participants to leave to 
obtain food. Try to ensure the meeting environment is pleasant and welcoming for the participants. 

Invite Participants  
The discussion is designed for a small participant group of 8 to 12 people. The meeting should 
include representatives from departments and organizations with a vested interest in public health 
preparedness and cybersecurity. Consider inviting representatives from operations, IT, 
communications, general counsel, and information security to obtain viewpoints from all relevant 
stakeholders. Having some participants represent the response team for the remediation of 
cybersecurity incidents also is important. 
 
When inviting representatives from these organizations and sectors, consider the level of influence 
and authority they bring to the table. It is important to make sure that the individuals engaged in 
these planning conversations can sustain the momentum generated during the meeting. Ask 
yourself the following questions when considering whom to invite:  

• Who provides a big picture perspective for the organizations you need at the table?  
• Who are community champions for innovation?  
• Who has authority to make decisions?  
• Who is responsible for day-to-day implementation of the plans for the organizations in 

invite?    

Design the Discussion 
The discussion questions fall within with three categories: response process/capabilities, 
communication and information sharing, and prevention planning. Review the scenario and all the 
questions and prioritize the discussion questions based on your understanding of the group's needs. 
 
With the planning team, decide how to introduce the scenario and questions to the group. The two 
options are:  
 

1. Distribute the scenario and corresponding discussion questions to participants at least 
one week beforehand and instruct them to bring their completed responses to the 
meeting. This option provides an opportunity for the participants to get a head start on 
the discussion questions and to delve deeper into known gaps and issues prior to the 
meeting. 

2. Do not distribute the selected scenario and corresponding discussion questions to 
participants prior to the meeting; instead, during the discussion-based exercise identify 
and assess current gaps in planning. This option may require a follow-up meeting to 
complete all discussion questions. This option also can be used to conduct tabletop 
exercises.   

 
While the recommended time for implementing the guide is three to four hours, the time required 
to complete the discussion will vary depending on the characteristics of the community in question 
and the number of questions selected to address. More than one session can be scheduled to address 
additional questions. 
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Throughout the discussion, consider how you want participants to interact. Methods like individual 
reflection, peer sharing, small group or table discussions, and large group or room discussions 
allow participants to process information in different ways, and mixing up the interactions 
encourages contribution from many rather than few. Use your judgement about what kind of 
thinking and processing method is needed based on your knowledge of the participants. 

Assemble Meeting Materials 
Prepare copies of handouts (i.e., agenda, scenario, and list of questions) for all participants, and 
assemble necessary supplies for the activity (e.g., paper, pens, and large index cards). Prior to the 
meeting or upon arrival, each participant should receive a packet of information and materials that 
might be useful to them during the meeting, including an agenda, name tag/table tent, a list of 
participants, and a copy of the scenario/discussion guide.  
 
Consider including a formal presentation at the beginning of the meeting agenda to “level-set” the 
knowledge of the participants. The presenter should be knowledgeable about the topics they are 
presenting and viewed as an authority by participants. The presentation might include a description 
of perceived cyber threats, the status of the health department’s IT infrastructure, and the nature 
of IT dependent public health systems in the community.  The presentation should be no more than 
15 minutes long.  

Communicate with Attendees 
Send an invitation or save-the-date at least four weeks before the meeting. If face-to-face or phone 
invitations are the norm in your community, use that method instead. Make sure that those invited 
understand why their attendance is important and the goals of the meeting.  
 
Prepare and send out an agenda, logistical information, background reading, and other instructions 
to all confirmed attendees at least one week prior to the meeting. If using Option 1 (page 11) for 
the facilitated discussion, remember to provide the questions to participants in advance. 
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FACILITATOR GUIDE 

Discussion-based exercises typically work best through facilitated or moderated discussions. 
Facilitated discussions occur in a plenary session or in breakout groups that are typically organized 
by discipline or agency/organization. Moderated discussions generally follow breakout group 
discussions where a representative from each group provides participants with a summary of their 
facilitated discussion.  
 
Whether the exercise is facilitated or moderated, or both, the facilitator is responsible for keeping 
discussion relevant to exercise objectives. The facilitator also is responsible for ensuring all 
objectives and issues are discussed as thoroughly as possible and ensuring relevant discussion 
questions are asked to gather information for desired outcomes.  
 
Facilitation Tips 

• Check in with participants to make sure they can hear the HOST, FACILTIATOR, and 
PRESENTER(S) and see the projection screen and flipchart paper.  

• Basic ground rules include “sharing the airtime”, use ‘I” statements, one speaker at a time, 
all ideas are valid, ask questions before you try to persuade, choose to be present, and be 
brief.  Ask participants if there are other ground rules that they would like to establish. 

• When leading a discussion, ask one question at a time and wait at least ten seconds for 
responses.   

• Use open-ended questions rather than yes or no questions. Ask who, what, when, where, 
why, and how questions.  

• When documenting information on flipchart paper, write in large, clear, thick print and 
alternate marker color to help participants separate statements.   

• Use other color markers or sticky notes to call attention to specific ideas.  
• Avoid using light color makers as they are harder to see from a distance.  
• During any small-group activities, circulate among the tables to answer questions and keep 

the participants on track.  
 

This Cybersecurity Discussion Guide includes the following recommended facilitation plan, which 
is intended to guide facilitators in introducing and helping others with the discussion about 
cybersecurity in their facilities. This should be coordinated with the meeting agenda.
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Block Duration Tasks 

Pre-Meeting 30 to 60 
minutes 

1. PLANNING TEAM sets up room for the discussion, including  
a. Place of tables and chairs 
b. Test AV equipment 
c. Position flipcharts, stands, markers, and other materials 
d. Distribute participant materials 
e. Arrange food and beverages (if applicable) 

2. PLANNING TEAM greets participants as they arrive, ensures they sign in, and directs them 
to the seating area. 

Opening 15 to 30 
minutes 

3. HOST welcomes participants and introduces the meeting facilitator 
4. FACILITATOR reviews housekeeping items 

a. Overview of agenda 
b. Content of participant packets 
c. Availability of food and beverages 
d. Timing of breaks 
e. Use of technology 
f. Locations of bathrooms 
g. Emergency evacuation procedures 
h. Basic ground rules for discussion  
i. Define key terms 

5. FACILITATOR leads introductions 
6. FACILITATOR introduces presenter(s) (optional) 
7. PRESENTER provides an overview of XXX (optional) 

Scenario 
Presentation 
 

15 minutes  1. FACILITATOR hands out copies of the scenario to each participant.   
2. PARTICIPANTS read scenario silently OR FACILITATOR chooses a participant to read 

aloud the scenario, while others follow along.   
3. FACILITATOR asks participants for clarifying questions and answers them, as appropriate. 

Facilitated 
Scenario 
Discussion  
 

At least 120 
minutes (20 
minutes per 
update/question 
set) 

1. FACILITATOR asks each participant to write their thoughts or ideas about the scenario and 
corresponding questions on a large index card. Ask them to include any questions they have 
about the topic.  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2. Lead the group through discussion of the scenario and corresponding questions. Encourage 
participants to answer the questions to the best of their ability, identify issues, and offer 
solutions (strategies) for the issues.  

3. FACILITATOR presents one scenario update and its corresponding questions to the group. 
4. Repeat steps 1-3 until all selected questions are discussed or until the allotted time elapses. 
5. Schedule at least one 10-15 minute break during the discussion period approximately 90 

minutes into the session.  
Conclusion 
 

15 minutes 1. FACILITATOR reminds the participants about the objectives of the facilitated discussion.   
2. FACILITATOR invites each participant to briefly share their thoughts about the activity 

(e.g., things they learned).   
3. HOST shares any follow-up activities, as necessary. 
4. HOST thanks participants for their attendance and contributions.  

Post Meeting 30 to 60 
minutes 

1. NOTETAKER collect index cards and other sources of meeting information.  
2. Following the meeting, the NOTETAKER compiles the meeting notes distributes them to 

the planning team for review.  
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SCENARIO 
The United States is several months into a moderate to severe influenza (flu) season. Flu is a 
contagious respiratory illness that is spread through the air and by direct contact with respiratory 
droplets. Typical symptoms of the flu include sudden fever, aching muscles, sore throat, coughing, 
runny nose, headache, and eye pain. While anyone, particularly individuals who are not 
vaccinated, can contract the flu, the illness is especially dangerous for certain groups, including: 
people aged 65 and older; children younger than 2 years old; people of any age with chronic 
medical conditions, like asthma, diabetes, congestive heart failure, or lung disease; and pregnant 
women. The novel strain, per the CDC, affects elderly and young children more than other strains, 
resulting in more hospitalizations and deaths. Fearing concerns about the effectiveness of the nasal 
spray vaccine, only injectable flu vaccines (flu shots) are recommended by the CDC. This flu 
season is exacerbated by a shortage of IV bags caused by production plant closures following an 
earlier hurricane. In effort to protect the public’s health and reduce the spread of the flu virus, your 
local health department is providing free/low-cost influenza vaccine at several locations across the 
county from November through January. 
 
Your county government is fortunate, as it recently invested in updating its network computer 
systems for all departments, including the health department. This was done to standardize the IT 
infrastructure and increase interoperability among computing devices in the county network. This 
update allows easy integration between devices that generate reporting, servers that process the 
reports, and the workstations that are used to query and manipulate the data shared in your county 
system. The county facilities use computer-controlled building automation technology to regulate 
indoor environmental comfort, lighting systems, and refrigeration units.  Personnel have access to 
networked computers (in office and remotely), Voice Over IP landlines (i.e., networked), mobile 
phones and email, an electronic reporting system for vaccines administration, and an electronic 
vendor supply procurement system. Though the computer equipment throughout the county has 
been modernized, related IT policies and digital hygiene training for personnel have not been 
updated for many years.  
 
A new variant of a computer worm spreads through networks and removable drives, downloading 
files and stealing information. The worm is a type of ransomware, which is a program that infects 
a computer, blocks personnel access to computers by encrypting key components, and demands 
that a ransom be paid for the restriction to be removed. Once the ransomware is activated, it 
displays a message that the computer has been compromised and will not work until payment of 
$50,000 is made to the attacker. Until the attacker releases the machine it will not perform any 
functions, including running services that normally function in the background during machine 
operations.  
 
Your health department is holding a county wide flu clinic today, lasting all week. You [the 
exercise player] have received a report from your health department that several of the department 
computer screens are locked with a ransomware message. Your organization's IT personnel are 
unable to unlock the computers. 
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DISCUSSION QUESTIONS 
Below are 17 question sets and 5 scenario updates that unfold over a period of 5 days. These 
questions explore various considerations related to response process/capability, communications 
and information sharing, and prevention. It is recommended that you follow these discussion 
questions in the order presented. You may skip parts of the questions sets if time is an issue.  
 
 
Question Set 1 

A. What do we know about the scenario? 
B. How might it impact your staffs’ ability to conduct their job duties?  

a. What about your partners? 
b. What about your community members? 

C. What are the most critical systems at risk that could compromise public health in the event 
of system failures? 

Question Set 2 
A. What is the role of the health department in a dealing with this cybersecurity incident?  
B. Do you have existing protocols to guide your response to such a cybersecurity incident? 
C. Who would be notified about a cybersecurity incident (e.g., emergency manager, health 

director, IT director)? 
D. With whom do you share what you know? When? Who shares info? How?  

a. Internal/external sectors and partners 
b. Obligation to public 
c. Other governmental agencies (local, state, federal) 

Question Set 3  
A. What is the first step you would take to assess the potential impact of the cyber security 

incident? 
B. If a cybersecurity incident like this happened right now could your operations continue? 
C. Do you have a continuity of operations plan (COOP) that outline, at a high level, 

potential/likely cascading effects in the event of a cybersecurity incident? 
 

Scenario Update 1 
Day 2: Your IT personnel are having difficulty detecting the worm and controlling its effects. A 
suggestion is made to contact support outside of the IT department. Your staff suggest that you 
activate your health department’s emergency response plan. 
 

 
Question Set 5 

A. Who would you contact for IT support? When and how will you contact them?  
B. Do you have agreements with outside groups or relationships in place to seek external 

assistance for IT support or continuity of health department operations?  
a. Are you aware of Federal cyber resources provided by ASPR’s Critical Infrastructure 

Protection Program, the FBI, the National Cybersecurity and Communications 
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Integration Center and other agencies, or national public health representative 
organizations (e.g., NACCHO and ASTHO)? 

Question Set 6 
A. What are the criteria that trigger the department’s emergency response activation? 

a. Do the criteria apply to a cybersecurity incident?   
B. How do you activate your emergency response (or cybersecurity response) plan?  
C. Who is identified as the lead and who will officially activate your organization's emergency 

plan? 
D. What security concerns do you have now? 
E. Do you use an incident management system?  

a. If yes, is it web-based?  
b. Does it reside on your organization’s server?  
c. Would it be accessible in this scenario?  

F. Does your organization have a dedicated command center?  
a. If yes, is it within the affected facility? 

G. Do you have a cybersecurity specific response plan? 
H. What measures have been implemented from an IT perspective to safeguard your 

community from cyber threats? 

Question Set 7 
A. Does your communication plan define roles and responsibilities, key points of contact (e.g., 

calling tree), and detailed procedures for a cybersecurity incident? 
B. What guidance, resource, information, and technical assistance needs from Federal partners 

during a cyber-attack? 
 

Scenario Update 2 
Day 2: You receive word that the electronic medical record (EMR) system is not accessible by 
staff setting up the flu vaccine clinic and they are having trouble connecting to the health 
department network remotely.  

Voice Over IP landlines (i.e., networked) services are affected and routinely not available. 
Fearing that the worm could be further spread to clean systems via email, the IT department 
disabled county wide email services. 

 
Question Set 8 

A. How does not being able to enter new clinic information electronically affect how care is 
delivered at a flu clinic?  

B. What contingency plans (e.g., paper charting) do you have in place for this type of event? 
C. How do you maintain confidential patient information without access to the EMR? 
D. What other kinds of decisions should be made?  

Question Set 9 
A. How would you send communications if phone and email channels are disrupted due to the 

cyber-attack? 
B. How do you receive and respond to the concerns of citizens without phone and email 

services? 
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C. How does lack of phone, email, and networked computer services affect your current and 
planned vaccine clinic operations? Would you shut down the clinic and postpone future 
clinics to later dates? 

Question Set 10 
A. When do you notify the public and partners of the cyber incident and affected services? 
B. What topics/information do you anticipate a health department will send to the public about 

the attack? 
 

Scenario Update 3 
Day 3: The heating, ventilation, and air conditioning (HVAC) system and refrigerators 
throughout county facilities have been disabled or not functioning properly. This causes health 
and safety risks to people who could be adversely affected by lack of climate control in the 
buildings and pharmaceuticals may be adversely affected by the lack of cooling. 

 
Question Set 11 

A. When do you begin considering the potential for effects cascading across systems? 
B. How do you maintain the health and safety of your clinic visitors and personnel?  
C. How do you ensure that medications and vaccines are kept at appropriate temperatures 

given the lack of air conditioning and functioning refrigerators? 
D. Do you have existing plans to address this type of scenario? 

 

Scenario Update 4 
Day 4: Your health department conducts disease surveillance and reports case information to 
the state health department. Your data is stored on your facility's server. You receive word from 
your epidemiology staff that this data has been encrypted and they are unable to access it. Later 
that day, they notify you that they have received a demand for monetary payment to release the 
data. You suspect that ransomware has encrypted the data and fear that it (such as foodborne 
outbreak information and clinical testing) could be altered, making it unreliable.  

Many citizens are visiting the health department wishing to know if their personally identifiable 
information/protected health information is secure and what the health department personnel are 
doing about the situation. To share information about the attack with the public, a town hall 
meeting is held. 

 
Question Set 12 

A. What are your key concerns now? 
B. What approach will you take to manage this scenario?  
C. Who is authorized to decide to pay a ransomware? Are there thresholds for deciding 

if/when to pay? 
D. When do you need to notify the state health department about the scenario?  
E. How do you manage the potential loss of protected health information? 

Question Set 13 
A. What public relations issues do you foresee with this scenario? 
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B. Do you have a plan in place to address these issues?  
C. Do you have messaging templates prepared in the event of a breach of personally 

identifiable information/protected health information? 
D. With whom at the state and federal levels of government do you communicate with 

regarding the breach of personally identifiable information/protected health information 
 

Scenario Update 5 
Day 5: Your organization's IT department has isolated and removed the ransomware affecting 
the facility. Your services have been restored and your systems are operating normally. You 
determine that deactivation of your response is appropriate. 

 
Question Set 14 

A. Who is responsible for deactivation? 
B. What are the criteria that trigger deactivation? 
C. What procedures are in place to guide the resumption of normal operations?  

a. How would you plan to communicate with the public to regain their trust? 

Question Set 15 
A. How might you prevent a scenario like the one presented? 
B. What information and resources might from the state and Federal governments be useful 

to help prevent or recover from a cyber-attack? 
C. Where is guidance missing or where can guidance be improved to help local health 

departments and organizations? 

Question Set 16 
A. To what extent does your agency develop and implement appropriate safeguards (e.g., 

access control, training, data security, protective technology, maintenance of IT system)? 
B. Does your health department or community government have policies and procedures in 

place that restrict/guide/monitor the use of: 
a. External flash drives 
b. Sharing files from home or office 
c. Downloading files from the Internet 
d. Installation of software by personnel 

C. Are personnel required to attend security awareness or digital hygiene training?  
D. Do personnel periodically read and sign IT use policies? 

Question Set 17 
A. To what extent does your agency understand and manage cybersecurity risks to its systems, 

assets, data, and capabilities? 
B. To what extent is your agency able to monitor activity and identify the occurrence of a 

cybersecurity event? 
C. Have your personnel been trained to identify cybersecurity incidents? 
D. Do they know what actions to take when a cybersecurity event is detected (e.g., who to 

call)? 
E. How is agency and county leadership engaged in cyber security planning efforts?



Local Public Health Department Discussion Guide  
for Cybersecurity 
 

 20 

NEXT STEPS 
As pointed out in the Overview section, the objectives of this Cybersecurity Discussion Guide are, 
through group discussion, to  

• Identify issues that local public health departments/agencies need to consider when 
preparing for and responding to a cyber breach or attack and  

• Discuss and develop strategies to address these issues.   
 
After you have completed a facilitated discussion about your organization's current cybersecurity 
planning efforts and preparedness and response plans, the next step is to issue a written report of 
the group discussion. This report should include   

• A compilation of the group discussion.   
• Identification of  

o Issues in response capabilities, resource availability, and challenges in maintaining 
essential public health services. 

o Strategies for addressing these issues.   
o The person(s) responsible for maintaining the cybersecurity preparedness and 

response plans.  
o Next steps for implementing the identified strategies.   
o The person(s) responsible for implementing the next steps.  

 
Once this report is issued, those responsible for maintaining the cybersecurity preparedness and 
response plans can make the suggested corrective actions and improvements.   

 
Given the sensitive information that could be included in such a report, consider restricting access 
to it. As mentioned previously, a next step to hosting this discussion could be to incorporate these 
strategies identified from the group discussion into community preparedness and response plans. 
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CONCLUSION 
The use of the Cybersecurity Discussion Guide can stimulate thought and promote discussion on 
cybersecurity preparedness and response. Several key issues should have been identified as well 
as strategies for addressing them. These strategies should be documented in a written report and 
incorporated into your public health department’s cybersecurity preparedness and response plan.  
 
Cybersecurity planning is an ongoing process. Discussion should continue, whether within the 
framework of this Cybersecurity Discussion Guide or in a more formal setting. The overarching 
planning goal is continued improvement, with planning adjustments being made as needed. 
Ideally, this type of convening would be held annually, or following any major changes to your 
county’s IT system or digital tools. 
 
Additionally, this discussion-based exercise will present some unique communication challenges. 
Once a cyber breach becomes public knowledge, communicating and managing the situation is 
critical; therefore, communication planning and training should also be a consideration.  
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ADDITIONAL RESOURCES 

The HHS Office of the Assistant Secretary for Preparedness and Response’s Technical Resources, 
Assistance Center, and Information Exchange (TRACIE) maintains a list of resources that can help 
stakeholders better protect against, mitigate, respond to, and recover from cyber threats, ensuring 
patient safety and operational continuity. The list can be found here: 
https://asprtracie.hhs.gov/technical-resources/86/cybersecurity/60#incident-management 
 
Select TRACIE resources:  

• Healthcare and Public Health Cybersecurity Primer: Cybersecurity 101 
• Healthcare Organization and Hospital Discussion Guide For Cybersecurity 
• What Hospitals Need to Know about Ransomware 

 

 


